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Introduction

Microsoft® Office XP includes a range of security features designed to provide strong security while preserving the flexibility and power that customers have demanded from Microsoft. These features allow you to apply the correct level of security, putting you in control of your Office environment.

The first section of this paper helps you understand what security threats are typically most worrisome from the desktop perspective, while the second section details the security technologies that are included in Office XP. The remainder of the paper explores practical security settings you can use in Office XP, as well as some security practices that work in conjunction with Office features to improve your overall security posture.

Understanding Threats

The first step to understanding the security features in Office XP is to be aware of the range of security threats that exist in today’s computing environment. All of the threats can be mitigated to some extent—some more easily than others—by a combination of good security configuration and good security practices.

Data Loss

Data loss may not seem like a security threat, but it is—if you lose data, does it really matter whether you lost it due to a cup of coffee in your laptop or because of a network attack? It’s still gone.   
Approximately six percent of all business personal computers experienced an episode of data loss in 1998. Hardware failure was the most common cause of data loss, accounting for 42 percent of data loss incidents, and includes losses due to hard drive failure and power surges. Human error accounted for 30 percent of data loss episodes, and includes accidental deletion of data, as well as accidental damage done to the hardware (for example, damage caused by dropping a laptop). Software corruption accounted for 13 percent of data loss incidents. Computer viruses, including boot sector and file infecting viruses, accounted for 7 percent of data loss episodes. Theft, especially prevalent among laptops, accounted for 5 percent of data loss incidents. Finally, hardware destruction, which includes damage caused by floods, lightning, and brownouts, accounted for 3 percent of all data loss incidents. These incidents, on average, cost about $2,550 each when you factor in the cost of replacing the lost data and repairing or replacing equipment as necessary
.

Office XP addresses data loss in two ways. First, the Office applications themselves have been engineered to minimize data loss by changing the way the Application Error Reporting feature works. During the development phase, the most common failure modes leading to lost or corrupted documents were identified and fixed. Second, the Corporate Error Reporting tool allows companies to centralize failure reporting and analysis so they, in conjunction with a Microsoft Support team, can identify exactly where problems are occurring and work proactively to prevent, rather than repair, data loss.

Exposure of Confidential Data

Computers are such useful tools that they’re routinely used to process highly sensitive data. A great deal of the information on your own computer is probably innocuous, but virtually all corporate employees have some sensitive material on their machines that needs to be protected against improper disclosure.

Besides the data itself, many documents contain metadata that should be protected, including text marked as hidden, the name of the author, and changes tracked by the built-in Office revision tracking tools. This metadata is useful because it allows you to track data about the document itself, however in some cases you may not want to expose the metadata when the document is distributed. 

Office XP reduces the risk of exposing confidential data in several ways:

· Word, Access, and Excel allow the use of strong encryption to scramble the contents of documents so that they’re unreadable by unauthorized people.

· Word, Access, Excel, and PowerPoint documents can be password-protected so that they cannot be opened or modified without the correct password.

· Word, Excel, and PowerPoint allow you to strip out sensitive metadata when the file is saved.

· Outlook allows the use of the Internet-standard S/MIME security extensions; S/MIME allows you to digitally sign and encrypt e‑mail messages and attachments to protect them against tampering or eavesdropping.

Attacks by Malicious Code

The ubiquity of the Internet provides great opportunity for business, but it also provides both incentive and mechanism for malicious attacks. A 1999 FBI counterintelligence study estimates that the cost of these attacks can be up to $7,000 per affected computer—excluding the time required to locate and shut off the attack. These attacks may take a number of different forms: denial-of-service attacks, network penetrations, and “smash-and-grab” attacks. 

For more information on how to improve the security of your Windows workstations and servers against these attacks, please see the extensive archives at http://www.microsoft.com/technet/security.

Viruses

The basic definition of a virus is a program that copies itself. A virus only needs to replicate itself in order to be classified as a virus; however, most viruses today are written with malicious intent, so that they cause damage to programs or data in addition to spreading themselves. Viruses infect the computer and spread using various methods. Macro viruses are of special interest to Office users, because they propagate and execute using the Visual Basic for Applications (VBA) macro language. VBA is what gives Office much of its flexibility and power; macro viruses misuse that capability to do harm. 

Fortunately, Office XP includes a number of features that offer protection against macro viruses:

· Changes to the Office object model allow better control over what scripts, macros, and programs may do. For example, the default settings restrict access to the Address Book so that only programs you specify may access it, and then only for a specified length of time.

· To help prevent the spread of viruses, Outlook now blocks 38 attachment file types so that users must take positive action to view or save these files—this greatly reduces the risk that a careless user can accidentally open an infected file and release the virus onto their corporate network.

· An integrated anti-virus application programming interface (API) allows third-party vendors to write virus scanners that scan Office documents between the time the Office application requests a document and when it is opened. These products operate in addition to other types of anti-virus software that you may use on your workstations or servers.

ActiveX Controls

ActiveX controls offer a great deal of useful functionality within Office XP and Internet Explorer. Because they are actually executable pieces of code, a malicious developer can write an ActiveX control that steals or damages information, or does something else equally malicious. To provide security against malicious controls, Office XP allows you to specify that end users may only use ActiveX controls that have been digitally signed by their originators, thus giving you a degree of assurance about their origin and likely effect. 
Security Technologies in Office XP

Office XP provides several methods for managing application and document security. A basic understanding of how the Office XP security features work can help you create a secure environment for your users’ applications and data. There are six key functional areas of interest for Office XP security:

· Digital signatures

· Code signing

· Access controls

· Privacy and confidentiality

· Outlook security enhancements

· Improved data recovery

Choosing appropriate security settings helps safeguard your network from the risks described earlier in this paper. 

Digital Signatures

You can think of a digital certificate as the electronic counterpart of an identification card, such as a driver's license or passport. The process for validating a digital certificate is similar to the process used to issue a physical ID card. A certification authority validates information about software developers and then issues digital certificates to them. The digital certificate contains information about the person to whom the certificate was issued, as well as information about the certifying authority that issued it. Additionally, some certifying authorities may be certified by another hierarchy of one or more certifying authorities, and this information is also part of the certificate. When a digital certificate is used to sign programs, ActiveX controls, and documents, this ID information is stored with the signed item in a secure and verifiable form so that it can be displayed to a user to establish a trust relationship.

Digital certificates use a cryptographic technology called public-key cryptography to sign software publications and to verify the integrity of the certificate itself. Public-key cryptography uses a matched pair of encryption and decryption keys called a public key and a private key. The public-key cryptography algorithms perform a one-way transformation of the data they are applied to, so that data that is encrypted with the private key can only be decrypted by the corresponding public key. Additionally, each key uses a sufficiently large value to make it computationally infeasible to derive a private key from its corresponding public key. For this reason, a public key can be made widely available without posing a risk to security. 

A digital signature uses the key material from a digital certificate to protect data against tampering and provide authentication of the sender. To do this, signing software generates a unique fingerprint that represents some block of data (like a document or a network packet). This fingerprint (also called a checksum or hash) is encrypted using the signer’s private key, so that anyone who has the signer’s public key can decrypt it. The hash is a number generated by a cryptographic algorithm (such as MD5 or SHA1) for any data that you want to sign. The main feature of the hash algorithm is that it is impracticable to change the data without changing the resulting hash value. By encrypting the checksum/hash value instead of the data, a digital signature allows the end user to verify that the data was not changed.

To verify a signature, the recipient first verifies the signer’s certificate to verify that it hasn’t expired and that its signatures are valid. Next, the software decrypts the encrypted checksum using the signer’s public key, which it gets from the client certificate. The recipient’s software then independently computes the checksum of the data in the file. If that computed checksum matches the decrypted checksum, then the recipient knows that someone who had access to the private key signed this data and that it has not been tampered with. 
Office XP utilizes digital signature technology to sign files, documents, presentations, workbooks, and macros. If the entire file is signed, the signature ensures that the file has not been modified since it was signed. Similarly, if the file contains signed macros, the certificate used to sign the macros ensures that they have not been tampered with since they were signed. Note that signing macros and signing files are two separate processes. (For more information see http://www.microsoft.com/technet/win2000/win2ksrv/prodfact/pkiintro.asp)

Code Signing

Code signing and digital signatures seem very similar. In this paper “digital signatures” refers to the process of signing documents, while “code signing” refers to the use of signatures on executable code (including macros). Code signing is used when ActiveX controls are signed using Microsoft Authenticode™ to verify that the code is unchanged from the time it was originally signed. A signed control or macro provides a high degree of verification that the object was produced by the signer and has not been modified. Signing does not guarantee the benevolence, trustworthiness, or competence of the signer; it only provides assurance that the object originated from the specified signer.

ActiveX Controls

When the ActiveX security controls are active, or when a user attempts to load an unregistered ActiveX control, the Office XP application checks to see if the control has been digitally signed. How the application responds varies depending on the level of security that has been set:

· High security: there is no option to use the ActiveX control if it is not signed by a trusted authority—it will not run.

· Medium security: users are asked whether they want to accept the digital signature of the control. If the signature is accepted, the control is loaded and run.

· Low security: the digital signature is ignored and the ActiveX control is run without prompting the user. Microsoft does not recommend this setting.

After the control is registered on the user's system, the control no longer causes code-signing dialog boxes to display asking the user if the control should be allowed to run. Once a control is installed it is considered safe, even if it did not have a digital signature when it was installed. To sign a control for others to use, obtain a certificate from a certificate authority such as VeriSign. It is also possible to set up a certificate authority using the certificate management services included in Windows 2000 Server and Advanced Server.
Macros

A macro is created by a user and is a series of application commands and instructions that are grouped together as a single command to accomplish a task automatically. If you perform a task repeatedly in an application, you can automate the task by using a macro. In addition, more complex macros can be written to streamline tasks or extend the functionality of built-in Office features such as mail merge or the analysis tools in Excel. Macros are used for the following: 

· To speed up routine editing and formatting 

· To combine multiple commands. For example, inserting a table with a specific size and borders, and with a specific number of rows and columns 

· To make an option in a dialog box more accessible 

· To automate a complex series of tasks 

You can store macros in documents or in templates, which makes them available whenever a new document based on that template is created. For example, Word stores user-recorded macros in the Normal template (Normal.dot) by default so that they're available for use with every Word document.

Signing macros allows you to exercise control over which macros users may run. You can specify that unsigned macros may or may not run, and you can provide a list of certificates you trust for authentication use on your network. Because digital certificates that you create yourself aren’t issued by a formal certification authority, macro projects signed by using such a certificate are referred to as self-signed projects. Certificates you create yourself are considered unauthenticated and generate warning messages if the security level is set to High or Medium. 

Smart Tags

Smart tags are a new feature in Office XP. They allow developers to write plug-in modules that recognize data in Office documents and add XML-based property information. For example, a smart tag plug-in could recognize UPS or FedEx tracking numbers and give users a direct way to track packages from within Word or Excel. These plug-ins are executable code, but they’re not ActiveX controls, so they are considered part of the macro protection subsystem. Unsigned smart tag plug-ins are not loaded when the macro security level for an application is set to High. When the security level is set to Medium, the user receives a warning (see Figure 1) indicating that the application is being asked to load unsigned code. Smart tag plug-ins can be digitally signed so they also work under High macro security.

Figure 1: Unsigned SmartTag modules generate macro warnings when the security level is set to Medium.
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Access Controls

Office XP provides methods for managing application and document security by using various security-related access control methods. Understanding how to set the following security-related access controls can help you establish a secure environment for users’ applications and data.
Macro Security Settings

One of the primary concerns with Office applications revolves around the security of macros. Macros are great at making application tasks more efficient, but they also offer a way to transport malicious code, such as the infamous Melissa and ILOVEYOU viruses. The Macro security settings in Office XP are used to control the use of macros. (See Figure 2.)

Figure 2: The Security Level tab is used to set the macro security level for Office applications.
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The options available for setting macro security on most Office XP applications are the following:

· High: Only signed macros from trusted sources are allowed to run. Unsigned macros are automatically disabled.

· Medium: You can choose whether to run potentially unsafe macros. When you open a document that contains macros, you are asked to confirm whether you want those macros to run.

· Low: All macros run without any security warnings.

Each of these security levels can be set by administrators and distributed to some or all users in an organization by using the Custom Installation Wizard, the Custom Maintenance Wizard, the Office Profile Wizard, the System Policy Editor, or the Windows 2000 Group Policy feature.

Note: If the security setting is set to Low, Office applications won’t warn you before running a macro, therefore, all macros are run without user intervention. Because of the potential security risk, Microsoft does not recommend using the Low setting. 

To protect against any harmful macro viruses that might be contained in Office documents, the Office XP installation process sets the macro security level to High for Microsoft Outlook, Microsoft Word, Microsoft Excel, and Microsoft PowerPoint. When using the High setting, you can only run signed macros from trusted sources or macros you have created yourself as long as installed add-ins and templates are trusted. Unsigned macros are automatically disabled.

Trusted Sources

Ordinarily, users make ad hoc decisions about whether to trust executables. The Office trusted sources feature allows administrators to specify that executables must be digitally signed to run on users' computers, and that only executables that come from a list of trusted providers can be executed. Using the Trusted Sources feature requires that a digital certificate be used to sign each executable. The digital signature identifies the source, providing assurance to the user that the code is safe to run.

With Office XP, administrators actually have the option of turning the trusted sources feature off or enabling a list of trusted sources as a default. When the use of trusted sources is enabled, any installable code (such as COM add-ins, applets, executables) is automatically copied to, or run from, the user's computer—on the condition that the signature on the code indicates that it came from a trusted source.

Document Protection 

Individual Office XP applications provide various methods of protecting documents. These methods are in addition to, and work in cooperation with, operating system-level features like the Windows 2000 Encrypting File System (EFS) and the use of file system or share-level permissions. 

File Access Controls

Word, Excel, and PowerPoint all offer three kinds of protection that restrict who may open or modify a file:

· File open protection: this requires the user to enter a password before opening the file. The document is actually encrypted (using an algorithm you specify) so that it cannot be read by anyone who doesn’t have the password.

· File modification protection: this allows users to open the document without a password, however, without entering the specified password, the user cannot make or save changes to the document. 

· Read-only recommended protection: The user is prompted to open the file in the read-only state, but can choose to open the file in read/write mode without a password.

Creators of documents automatically have read/write permission on their own files. 

Digital Signatures and Encryption

Historically, to use encryption or digital signatures with Office productivity tools users have been required to obtain, install, maintain, and use third-party products like Pretty Good Privacy (PGP). This has set the hurdles for use too high for most users—even those who have security requirements that could easily be met by encryption and signature tools.

The objective of encryption is to scramble document contents so that only a user who has the correct credentials can read the document. These credentials might be a simple password, a digital certificate, a smartcard or other token. To encrypt a document, you provide a set of credentials that are then used to protect the document. Anyone who has the proper credentials can unprotect it.

Individual files in Word, PowerPoint, and Excel can be digitally signed, encrypted, or both signed and encrypted by using the Security tab of the Options dialog (the Security tab in Word is shown in Figure 2, but the other application tabs are similar). 

Figure 3: Word 10's Security options tab
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Note: Encrypted files cannot be indexed by Fast Find or by the SharePoint Team Services search feature. 

By using the Advanced button on the Security tab (Figure 4), you can choose which encryption provider to use to encrypt a particular document. Office can use any CryptoAPI provider installed on the system. In addition, the “Weak Encryption (XOR)” and “Office 97/2000 Compatible” providers are available. You also have the option of specifying the key length for provider types that support variable key lengths (but remember that the available key lengths vary depending on the encryption level of the underlying OS). CryptoAPI-encrypted documents cannot be opened by earlier versions of Office. 

Figure 4: Select the type of encryption you want to use from the Encryption Type dialog.
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Office XP Anti-virus API

If you have an anti-virus program installed on your computer and it is compatible with the Microsoft Office 2000 or Microsoft Office XP anti-virus API, it can scan documents for known viruses when the Office application tries to open them. If the file is found to have a virus, the user is notified prior to the file being activated or displayed in the work area of the application. 

When Virus software that is compatible with the Office anti-virus API is installed on the computer, a note appears at the bottom of the Macro Security dialog of the application. If the computer does not have anti-virus software that is compatible with the API, the message "No virus scanner installed." appears at the bottom of the Macro Security dialog as shown earlier in Figure 2.

Application-specific Protection

Because different applications have different capabilities and functions, there are also different types of document content protection available. These protections are in addition to the ability to password-protect workbooks or documents. 

Setting password protection for individual documents can be partially automated through VBA or disabled in situations where you do not want it available to users through a policy setting. However, hard-coding a password into a program is not a recommended practice and can lead to weakened security. As a part of all good security and encryption practices, using strong password methods provides additional benefit to any attempted security attacks. 

Documentation on strong password recommendations is available from: http://www.microsoft.com/NTServer/security/deployment/planguide/password.asp
Note that protecting individual document elements from change using the methods described below does not provide complete security because the protected elements themselves are not encrypted. For example, field codes can be viewed in a text editor such as Notepad, and hidden cells from an Excel worksheet can be viewed if a user copies a range of the worksheet that includes the hidden cells, pastes the range to a new worksheet, and uses the Unhide command.

Document Protection in Word 2002

To prevent certain types of changes from being made to your document, from the Tools menu, click Options and then click Protect Document on the Security tab. This displays the dialog box shown in Figure 5. The controls in the dialog allow you to protect your document for the following:

Figure 5: You can protect individual metadata items in Word documents.
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· Tracked changes: When selected, this option allows reviewers to make changes to the document, but highlights all changes so that the author can track the changes and choose whether to accept or reject them. When a document is protected for tracked changes, users cannot turn off tracking, and they cannot accept or reject tracked changes. 

· Comments: When selected, this option allows a reviewer to insert comments but does not allow the reviewer to change the contents of the document.

· Forms: When selected, protects the document from changes except in form fields or unprotected sections.

· Sections: When selected, allows you to turn on protection for a specific section. A section is a portion of a document that has formatting options that are different from the rest of the document. By combining the Forms and Sections settings, you can create a multi-section document containing forms and instructions, allowing change in some areas while protecting others.

Entering a password in the Password field allows only authorized users who have the password to accept or reject revision marks, insert, delete, and change comments, change protected form fields, or remove protection from the document.

Workbook Protection in Excel 2002

Along with password protection and file encryption tools, Excel allows you to protect additional elements within a worksheet or workbook. The Tools | Protection menu (Figure 6) provides four commands:

Figure 6: Excel protection options
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The Protect Sheet command allows you to protect selected cells within the worksheet and prevents changes to cells and locked cells. Users can lock cells using the Format Cells command. Sheet protection also allows you to grant users access to specific operations within the worksheet, including formatting cells, rows, and columns, inserting and removing columns and rows, modifying or inserting hyperlinks, and editing various object types.

The Allow Users to Edit Ranges command allows you to grant permissions to specific groups, users, or computers to access and edit specific cells and ranges in the protected worksheet.

The Protect Workbook command allows you to specify the items you want to protect in a workbook, as well as specify a password to prevent unauthorized users from removing protection.

The Protect and Share Workbook command shares a workbook and turns change tracking on. This allows other users to make changes that must be tracked, however, you may specify a password to turn Track Changes off. In a workbook that has already been shared, you can turn on protection for sharing and tracking change history, but you cannot assign a password until after you remove the workbook from shared use.  

Document Protection in PowerPoint 2002

Just like the other Office XP applications, PowerPoint supports setting the macro security level. It also supports encrypting files for storage, adding digital signatures to files, and removing personal information from files before saving them. 

Data Protection in Access 2002

Access includes a range of methods for controlling the level of access that users have to your Access database and its objects. These methods are described as follows:

· Show or hide objects in the Database window:  This simplest method of protection allows you to protect the objects contained in your database from other users by hiding the objects in the Database window. This method of protection is the least secure because it is relatively simple to show any hidden objects.

· Access database encryption & decryption: Encrypting an Access database compresses the database file and makes it unreadable by utility programs, word processors, and the like. Decrypting a database reverses the encryption. However, encrypting an otherwise unsecured database provides relatively little security because everyone who has the database password still has full access to all objects in the database. Encryption can still be useful: for example, you can encrypt the database when sending it to another party via e‑mail, or when you store it on floppy disk, tape, or compact disc.

Before you can encrypt or decrypt a Microsoft Access database, you must be either the owner of the database, or, if the database is secured, a member of the Administrators group in the workgroup information file that contains the accounts used to secure the database. You must also have Open/Run and Open Exclusive permissions so you can open the database in exclusive mode.

· Password protection:  Yet another method of providing security is to set a password for accessing the Access database. After a password is set, a dialog box that requests the password is displayed whenever the database is accessed. This method is simple to apply and is relatively secure because Access encrypts the password so that it cannot be accessed by reading the database file directly. Simple password protection is only applied when opening a database. After a database is open, all objects are available to the user, unless other types of security have already been defined. This method can be used when a database is shared among a small group of users or on a single computer.

Note: Do not use a database password if you are replicating a database. Replicated databases cannot be synchronized if database passwords are used.

· User-level security:  The best method of securing a database is by applying user-level security whereby you can establish different levels of access to sensitive data and objects in your database. To use a database that has been secured with user-level security, users type a password when they start Access. Access reads a workgroup information file, where each user is identified by a unique identification code. The level of access and the objects that a user has access to is established based on this identification code and password. 

To make this task easier, you can use the User-Level Security Wizard shown in Figure 7. The User-Level Security Wizard makes it easier to secure your Access database in a one-step process. Furthermore, by implementing common security schemes, the User-Level Security Wizard minimizes and may even eliminate the need to use the Security command from the Tools menu.

Figure 7: User-Level Security Wizard
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After running the User-Level Security Wizard, you can create your own groups of users and assign or remove permissions for specific users or groups for a database and its existing tables, queries, forms, reports, and macros. You can also set the default permissions that Microsoft Access assigns for any new tables, queries, forms, reports, and macros that are created in a database. 

· Preventing users from replicating a database, setting passwords, or setting startup options:  In a multi-user environment, there are many situations where it is desirable to prevent users from copying the database. Copying a database allows a user to copy the shared database, potentially adding fields and making other changes such as setting a database password, removing password protection, or changing startup properties. By allowing users to make these types of changes, you’re allowing them to either prevent other users from accessing it properly, or make changes that prevent the database from operating in the manner it was designed. 

If a shared database doesn't have user-level security defined, you cannot prevent a user from making any of these changes. When user-level security is defined, a user or group must have Administer permission for the database to replicate a database, set a database password, or change its startup properties. Only members of the Administrator’s group of the current workgroup have Administer permission.

If a user or group currently has Administer permission for a database, removing that permission prevents the user or group from making any of these changes. If you need to allow a user or group to perform any of these tasks, you can assign the Administer permission to that user or group. You cannot control access to these three tasks independently.

· Security Zones:  Access has added features for supporting security zones when you access remote databases via the web. Access uses the Internet Explorer security settings (available in Internet Explorer 4.0 and later) to determine whether a remote database is located within a trusted security zone. Internet Explorer divides your Internet world into zones, so that you can assign a Web site to a zone with an acceptable security level.

Whenever you attempt to open or download a database from the Web, Access uses the Internet Explorer Security Manager to check which security zone the database Web site is in. There are four different zones:

· Internet zone: by default, this zone contains anything that is not on your computer or an intranet, or assigned to any other zone. The default security level for the Internet zone is Medium. 

· Local intranet zone: this zone typically contains any addresses that don't require a proxy server, as defined by the system administrator. These include sites specified on the Connections tab, network paths (such as \\server\share), and local intranet sites (typically addresses that don't contain periods, such as http://internal). You can assign sites to this zone. The default security level for the Local intranet zone is Medium-low. 

· Trusted sites zone: this zone contains sites you trust — sites that you believe you can download or run files from without worrying about damage to your computer or data. You can assign sites to this zone. The default security level for the Trusted sites zone is Low. 

· Restricted sites zone: this zone contains sites you don't trust — that is, sites that you're not sure whether you can download or run files from them without damage to your computer or data. You can assign sites to this zone. The default security level for the Restricted sites zone is High. 

In addition, any files already on your local computer are assumed to be very safe, so minimal security settings are assigned to them. You cannot assign a folder or drive on your computer to a security zone.

Access opens files that are located only in the Local Intranet or Trusted sites zones. Access will not open files located within the Internet or Restricted sites zones. Changing the security level for a zone does not affect Access.

Privacy and Confidentiality

The two major privacy and confidentiality enhancements to Office XP are the ability to encrypt documents to prevent them from being read and a set of features for better control over document metadata, also known as document properties. Metadata in Office documents is information about the document (such as the title of the document or the author) that makes it easier to search for a document without knowing its name or exact location.

Encryption

Word, PowerPoint, and Excel allow you to encrypt documents when you save them using the Security tab (see Figure 3). The password you specify is used as a shared secret key to encrypt the document (that is, no public key algorithms are used). Note that the password is not stored with the document, so if you lose the password you cannot recover the document contents. This is by design, because storing the password makes it vulnerable to attack. 

Personal Information Removal 

Metadata, which in Office XP generally means data about the authors and editors who have worked on a document, is a useful part of the document. Office XP applications that support tracking changes keep track of what changed, who changed it, and when it was changed. The applications use this information both to display revisions and to make it possible to quickly, and selectively, merge changes back into an original document. 

Metadata is stored as part of the document itself, meaning that it’s only exposed when the document is in readable form. Encrypting an Office XP document (using the Office XP security tools, a third-party tool like PGP, or a mechanism like the Windows 2000 Encrypting File System (EFS)) renders the data unreadable. However, many documents must be widely distributed, so leaving them encrypted isn’t a viable option. In that case, the best practice is to remove sensitive metadata before the document is distributed. Word, PowerPoint, and Excel all allow you to strip out author-related information (including the author’s name and the editing time counts) by selecting the “Remove personal information from this file on save” checkbox on the Security tab of the Options dialog box. 

Note: This must be done on a per-file basis; there is no documented setting to force this behavior on all files.

In addition, Word allows you to ask for a warning when you’re about to save, print, or mail a file that contains metadata (including tracked changes and comments). This warning is advisory in nature; you still have to remove the metadata yourself if you don’t want it to be exposed.

Outlook Security Enhancements

Outlook provides enhanced security features for electronic mail. Some of these improvements are new features in Outlook 2002, while others are enhanced versions of optional features from Outlook 2000 Service Release 1. Of course, familiar and useful Outlook 2000 features (such as support for S/MIME version 3 security) are still available in Outlook 2002. 

New features include support for security labels (like SECRET, TOP SECRET, CONFIDENTIAL) and signed return receipts, which allow you to provide more secure e-mail communications, as well as meeting requirements for participating in the US Defense Messaging System (DMS).

By default, Outlook 2002 enables the optional features from the Outlook Security Update for Outlook 2000. Standard installations of Outlook inherit security settings in place from Outlook 2000 deployments, however, Outlook 2002 makes it easier to customize those settings. 

While the security update provides a higher level of protection, it does limit certain functionality with Outlook. These limits include: 

· Limits on sending and receiving specific types of attachments 

· More stringent default security settings

· Reduced access to Outlook contact and address data for code that uses the Outlook object mode. 

As an administrator, you can customize the Outlook security settings to meet your organization's needs. For example, you can control the types of attachments blocked by Outlook, modify security and warning levels, and specify user or group security levels.

Attachment Security

One of the biggest concerns to most organizations today is having viruses enter the organization in the form of e‑mail attachments. Malicious code attached to e‑mail messages can contain worms or viruses: after one machine is infected, the nature of networked e‑mail systems allows them to spread very rapidly. 

To protect against virus infection, Outlook checks the file type of each message attachment against an internally maintained list of attachment file types. Administrators may also specify a list in an Exchange public folder so that specific Outlook clients in an organization have a custom list. Each file type on the list is assigned a level: 

· Level 1: file types, such as .bat, .exe, .vbs, and .js, are blocked by Outlook, and users can neither see nor access the attachment. Your Inbox displays the paperclip icon in the Attachment column to let you know that the message has an attachment, and there is a list of the blocked attachment files in the InfoBar at the top of the message. In addition, when you send an attachment that has a level 1 file type extension, a message is displayed warning you that other Outlook recipients may not be able to access this type of attachment.

· Level 2: all other file types. With level 2 attachments, you can see the icon for the attachment, and when you double-click it, you are prompted to save the attachment to your hard disk, but you cannot run it directly from its location. After you have saved the attachment, you can decide how to handle it.

Receiving Attachments

If you receive a message that contains an attachment that cannot be accessed, your Inbox displays the paperclip in the attachment column to let you know that the message has an attachment. When you open an e‑mail message containing an attachment, the attachment is blocked, and the Outlook InfoBar warns you what has happened (see Figure 8). 

Figure 8: Outlook uses the InfoBar to warn you of banned attachment types in a message.
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The File | Save Attachments command and the View Attachments command on the shortcut menu are not available for this message. If you receive a message with multiple attachments, the unsafe attachments are blocked, but other attachments are available. When you open the message, you see the same warning as in Figure 8, but any attachment whose extension is not on the banned list remains available to you. Save Attachments and View Attachments can be used for the safe attachment.

If you receive a message containing a Level 2 file as an attachment, the warning shown in Figure 9 is displayed when you try to open the attachment. 

Figure 9: The Attachment Security Warning dialog appears when you try to open a level 2 file.
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Other document types continue to work normally: for example, .doc and .xls files may be opened from their existing location or saved to disk. 

Sending Attachments

When you attach a file to e-mail, Outlook checks the file type when you send the message. If the file type is on the list of restricted files, you are warned that other Outlook users may not be able to open the attachment. If you click Yes, the message is sent with the attachment. If other users have updated security settings, the attachment is blocked. If you click No, the message is returned to you for editing, and removes the attachment. (Note that you can override this behavior using the controls discussed later in the paper.)

Address Book Security

The templates discussed later in this document can be configured to change the behavior of some Outlook automation functionality. Outlook no longer allows programs to automatically access your Address Book or Contacts list, or send messages on your behalf. Programmatic access to contact information is a double-edged sword: it’s very useful to allow some programs (like ActiveSync or Palm Desktop) to access contact information, but the same interfaces can be used by a virus or other malicious executable to propagate itself.

For example, if code attempts to access your Outlook Address Book, a warning appears on screen (see Figure 10). You can either allow the program access for this instance, or you can select the Allow access for checkbox and specify an amount of time up to 10 minutes. If you do not want the program to access your Address Book, click the No button. 

Figure 10: Outlook warns you when another program attempts to fetch contact information.
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Restricted Sites Setting

In Outlook, the default security zone setting is Restricted Sites (rather than Internet); active scripting within restricted sites is also disabled by default. The Restricted Sites security zone disables most automatic scripting and prevents ActiveX controls from opening without permission. These new security features help protect users from many viruses that are spread by means of scripting. For more information on Restricted Sites and Internet zones, see the Microsoft Knowledge Base article (Q174360), How to Use Security Zones in Internet Explorer. To change your Outlook security settings manually, on the Tools menu, click Options and then click the Security tab.

Protecting HTML Messages

To protect against viruses that might be contained in HTML messages you receive, messages scripts in HTML format messages won't run and ActiveX controls are deactivated, regardless of your security zone setting. This is because the Outlook security zone is set to Restricted Site by default. You should strongly consider also turning off JavaScript to protect against malicious exploits that are based on JavaScript, however, doing so may reduce some mail functionality when reading mail sent by users or organizations that depend on embedded JavaScript.

How Custom Security Settings are Applied

When you create custom security settings for Outlook, the settings are stored as messages in a top-level folder in the public folder tree. Any user who needs customized security settings must have a special registry key set on his or her computer in order to access the modified settings. When the key is set, Outlook looks on the server for custom security settings that apply to that user. If customized security settings are found, they are used. If the key is not present, the default security settings are applied to the computer. The public folder is used because it can be secured. 

Installing the Security Tools

The administrative tools for the Outlook Security Update consist of three files. A separate executable, admpack.exe, can be installed separately from the Office Resource Kit CD or Enterprise editions of Microsoft Office XP. The three administrative files are:

· Admin.oft. This Outlook template enables you to customize the security settings on the Microsoft Exchange server. The template does not actually implement security—it is simply the storage location for the customized security settings.

· Hashctl.dll. This is the file for the Trusted Code control, a tool used by the template to specify trusted COM add-ins.

· Readme.txt. This document provides information on the values and settings available in the template and describes how to deploy the new settings on Exchange Server. 

To install the Outlook Security Update Administrative Package, run Admpack.exe from the \Files\PFiles\ORKTools\ORK10\Tools\Admpack\ folder on the Office Resource Kit CD. If you are installing the Outlook Security Update Administrative Package from an Office Enterprise Edition CD, the path is \ORK\Files\PFiles\ORKTools\ORK10\Tools\Admpack\. This executable copies the three administrative files to a working directory you specify on your computer. 

Installing the Trusted Code control

Administrators are now able to specify a list of COM add-ins that are trusted by the security update and can be run without being blocked by Outlook security. In order for Outlook to honor this list of trusted COM add-ins, administrators must first install a control on the computer they are using to modify the security settings. The control does not need to be installed on end users’ computers, only on the administrator’s machine.

Installing the Trusted Code control is a good first step in the customization process, because it enables you to see all options available on the Admin.oft template. After you have installed the control, you must register it on the administrative computer. If you do not register the control, you will get an error when you try to view the Trusted Code tab on the template. To install the control, you must register the hashctl.dll file using the regsvr32 command:

· Copy the file Hashctl.dll from your working directory to the \Winnt\System32 folder on your administrative computer. 

· If your operating system is installed in a directory other than \Winnt, substitute the appropriate name. 

· From the Start menu, select Run, type the following and then click OK:


regsvr32 hashctl.dll

Creating a Public Folder for Security Settings

The first step before customizing the security settings is to create a public folder named “Outlook Security Settings” on your Exchange server. The administrator must create this folder, using that exact name, in the root folder of the Public Folder tree. Give all users Read access on the folder. Those users who are allowed to change security settings should have permission to create, edit, or delete items in the folder. 

After you create the folder, open the .oft file . Outlook launches and prompts you for a destination folder. Choose the public folder you created, and after Outlook has installed the template, navigate to the public folder and verify that there is an item named “Default Security Settings” in the folder. 

Customizing Outlook Security Settings

After you create the public folder and attach the template item to it, you can modify the default settings on the Outlook Security template by editing the “Default Security Settings” item in the public folder. This allows you to configure the level of security enforced by Exchange Server. The customization form for this template contains three tabs:

· Outlook Security Settings controls general settings that are applied to Outlook clients.

· Programmatic Settings controls what happens when outside applications try to use Outlook address information. 

· Trusted Code lets you specify which COM add-ins you want to allow users to run without security prompts.

The Outlook Security Settings tab

When you initially load the template, the default Outlook Security Settings are displayed, as shown in Figure 11. The Outlook Security Settings page allows you to configure default security settings that can be applied to all users or to specific groups of users. You would normally define a set of restrictions that work for all users, overriding them for specific groups only when necessary. Outlook 2002 supports the use of Exchange distribution lists (DLs) to specify which groups you want to apply settings to—on the condition that you are using Exchange 2000. If you’re using Exchange version 5.5, you must enter the name of each individual mailbox in the group, separated by semicolons, up to the limit of 1000 names.

Figure 11: The Outlook Security Settings tab of the security settings template
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The Level 1 File Extensions and Level 2 File Extensions control groups let you specify which file types are considered to be in each group. The Miscellaneous Attachment Settings controls give you control over Outlook behavior when it encounters a Level 1 item. 

Finally, you can configure the settings Outlook uses for custom form items. These settings apply when an Outlook form attempts to directly access address book or property information. For each action type, you may choose one of the following behaviors: 

· Prompt user.  A dialog box prompts the user to choose whether to allow access to Address Information fields.

· Automatically approve. Access to Address Information fields is always allowed without displaying a warning.

· Automatically deny. Access to Address Information fields is always denied without displaying a warning.

The Programmatic Settings Tab

The Programmatic Settings tab (Figure 12) gives you administrative control over which Outlook programmability functions can be used by callers running outside the Outlook process. These functions break down into three categories:

· Outlook object model. The Outlook object model allows you to manipulate data stored in Outlook folders using VBA.

· Simple MAPI. Simple Messaging Application Programming Interface. Simple MAPI enables developers to add basic messaging functionality, such as sending and receiving messages, to their Windows-based applications. It is a subset of MAPI, which provides complete access to messaging and information exchange systems.

· CDO. Collaboration Data Objects libraries are used to implement messaging and collaboration functionality into a custom application. CDO is a COM wrapper of the MAPI library and can be called from any development language that supports automation. CDO implements most–but not all—MAPI functionality (but more than Simple MAPI).

Figure 12: The Programmatic Settings tab
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Each class of function (sending items using CDO, looking up address book items with MAPI, and so on) is independently controlled. When any third-party software on the client attempts to make use of a particular class, the behavior you enforce takes effect: the client either approves the request automatically (which is what happens in Outlook 2000 systems where the security update isn’t installed), automatically denies the request, or prompts the user to make a choice.

Note: Applying these settings may have an impact on add-ins or programs that have legitimate reasons to access Outlook data. Examples include synchronization tools for Pocket PC or Palm OS devices and conduits to wireless systems like the RIM Blackberry. Microsoft has supplied vendors of these products with the tools they need to allow their products to work normally. Updated versions of the software for these devices work properly.

The Trusted Code tab

The Trusted Code tab (see Figure 13) is used to specify which COM add-ins are trusted and can be run without encountering the Outlook object model blocks. To do this, add the COM object (.dll) file to the Trusted Code list: use the Add button to select the DLL, and it appears in the list. After any Outlook user who is in the specified group loads this COM add-in, it runs without prompting. To remove a file from the Trusted Code list, select the file name and click the Remove button. 

Figure 13: The Trusted Code tab
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Deploying Outlook Security Settings

After you configure the security update by creating form items on the Exchange server, you must instruct Outlook to use those settings. To enable the changed settings, deploy a new registry key to the client computers. The simplest way to do this is to use the Custom Installation Wizard to include the registry key in a transform when you deploy Office XP. If you’ve already deployed Office, you can use the Custom Maintenance Wizard to add the registry key information to the client. However, neither of these methods is enforced.

Note: For more information on deployment, see the Office XP Deployment and Administration white paper or the Office Resource Kit.

If Office is managed with system policies or Windows 2000 Group Policy Objects (GPOs), include the correct policy template (ADM file) so that it includes the necessary key and then create the appropriate setting. If you use the System Policy Editor from the Office Resource Kit Toolbox, the correct templates are already loaded. If you use the Active Directory Users and Computer snap-in, you’ll need to add the templates. The policy file automatically passes your customized security settings to client computers each time users log on to the system.

If Office was deployed without policies, you must modify a registry key directly on the client computers; the value of this key determines where Outlook searches for security settings. To distribute this new key, use the Custom Maintenance Wizard to ensure that all users on the computer get the setting. You cannot attach the file itself to a message, because REG files are restricted by Outlook security. The registry value is a DWORD type, located at HKEY_CURRENT_USER\Software\Policies\Microsoft\Security\CheckAdminSettings. 

The following table describes permissible values for the key:

Note: Microsoft recommends that you use either policies or the Custom Maintenance Wizard to distribute the CheckAdminSettings key. The key must be applied to each user for whom you want enhanced security, and the CMW and policy mechanisms do this automatically.
	Value
	Description

	No key
	Outlook uses its default security settings

	Set to 0
	Outlook uses its default security settings

	Set to 1
	Outlook looks for custom administrative settings in the "Outlook Security Settings" folder

	Set to 2
	Outlook looks for custom administrative settings in the "Outlook 2002 Security Settings" Folder. Use this setting on Outlook 2002 clients to allow them to receive different settings than those imposed on Outlook 2000 users.

	Set to anything else
	Outlook uses its default security settings


Improved Data Recovery with AutoRecovery

In the traditional sense of auto recovery, the improvements in Office XP may not seem to be a security feature. However, a broader definition of security as “anything that helps prevent data loss” would certainly include this feature.

When an Office XP application encounters a problem and stops responding, close the program in a controlled manner: use the Microsoft Office Application Recovery tool (located in the Microsoft Office Tools program group), rather than the Task Manager. 

Figure 14: The Microsoft Office Application Recovery tool
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The files you were working on are checked for errors, and if possible, the information in them is recovered. However, in some cases, if the error was severe enough the information cannot be recovered.

You can further protect your work by using the AutoRecovery feature to regularly save a temporary copy of the file you're working on. To recover work after a power failure or other problem, you must have turned on the AutoRecovery feature before the problem occurred. You can adjust the AutoRecovery save interval from its default of 10 minutes if necessary. 

Whenever an Office XP application restarts after an abnormal termination, the Document Recovery task pane lists all the files that were recovered when the program stopped responding. You may also choose to restart the application and resume where you left off.

Creating Security Settings

Most Office XP security settings apply to individual users, but some apply on a per-machine basis. Choosing the proper values for these settings is important—and applying the settings consistently and completely is equally important.

Default setting for security can be created during deployment using the Custom Installation Wizard. After the deployment the security settings can be maintained and updated using the Custom Maintenance Wizard. However, the CIW and CMW don’t provide any policy enforcement—they can apply initial settings, but users can change them.

To get better control over how Office XP security settings are created and enforced, use the policy mechanisms provided by the operating system that force the use of administrator-selected security features:

· System Policy Editor, which is used to set system policies for Windows NT 4.0, Windows 2000 Professional, and Windows 98/Me clients. 

· The Windows 2000 Group Policy Object (GPO) mechanism, designed to deliver policies to Windows 2000 clients and servers. 

Windows 2000 provides a more robust policy application mechanism. Microsoft recommends using GPOs whenever possible, instead of System Policy—although Group Policy Objects require Windows 2000 Server and Active Directory for policy distribution, which only apply to Windows 2000 computers. 

Creating Settings at Deployment Time

In general, most Office XP settings are intended to be set per user. This makes it possible for multiple users on the same computer to have their own settings, and improves the experience for roaming users. However, when considering security matters, the Office development team anticipated that administrators might also want to set security on a per computer basis in order to override any per user settings that are not strict enough. So, there are per user security settings stored in the HKEY_CURRENT_USER branch of the registry, and per computer settings stored in the HKEY_LOCAL_MACHINE branch of the registry.

The easiest way to apply settings as part of an Office XP deployment is to use the Custom Installation Wizard (CIW). The CIW is a special-purpose tool included with the Office Resource Kit, which provides a wizard interface for specifying deployment-related settings available in Office XP. When you use the CIW, the settings you specify are actually built into the transform that you use to install Office XP on your clients.

Note: For more information on using the Custom Installation Wizard, see the Office Resource Kit or the Office XP Deployment and Administration white paper.

By specifying settings when you deploy Office XP, you can begin your rollout with a consistent set of default settings that are applied to all users.

Settings that apply to the entire machine 

Page 14 of the CIW, Specify Office Security Settings allows you to specify Office XP security settings that apply to each user on a particular computer. Note that these changes apply to any installed Office XP component, not only to components installed at Setup. These settings are stored in the HKEY_CURRENT_USER hive, and are not enforced—they simply operate as defaults. To obtain maximum security, you should set the following options on this page as shown in Figure 15:

Figure 15: Page 14 of the Custom Installation Wizard allows you to set Office security settings
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· Clear all existing trusted source lists. This forces the CIW to remove any existing trusted sources from the VBA\Trusted key, preventing users from continuing to trust old sources after Office XP is installed. There is no system policy setting that corresponds to this checkbox.

· Ensure that users cannot add trusted sources through Office. This prevents users from adding their own trusted sources with the user interface in the Office applications.

· Add Microsoft to the list of trusted sources. Office will function properly regardless of whether this option is selected. However, when it is checked Office automatically trusts Excel add-ins that are installed in the <\Xlstart> folder and Word templates and add-ins in the <\Templates> and <\Startup> folders. If you select this setting checkbox, add-ins and templates provided by Microsoft are trusted regardless of the setting of the Add-ins and templates entry (see below). There is no policy setting that corresponds to this checkbox.

· In the Default Security Levels list:

· Set the Add-ins and templates entry to Do not trust installed add-ins and templates. If you’re doing a clean installation of Office, users should not see macro security warnings when applications launch because each application (for example, Word) creates its own default template when it starts. However, if you’re migrating from an older version of Office, users may see macro security prompts when Word or Excel opens the user’s old template file. To work around this, users need to create new default templates (that is, Normal.dot for Word) and copy the macros they want to keep into the new files.

· Set the security level for the applications (Word, PowerPoint, Excel, Outlook) to High.

· Set Unsafe ActiveX Initialization to Initialize using control defaults. User will be warned. This setting may cause problems when viewing or using documents or forms that contain ActiveX controls because it strips away data stored by the control and forces the control to reinitialize itself each time it is activated. Test all applications and forms used with earlier versions before deployment of Office XP. 

Separately, page 9 of the CIW, the Change Office User Settings page, allows you to specify settings that are applied to the computer. These settings overwrite any existing settings: settings from previous versions that are migrated get overridden, as do per user settings that are not strict enough. The Microsoft Office XP (computer) and Microsoft Office XP (user) setting groups on this page allow you to set security-specific Office options; this section only deals with the machine-specific settings. The Office XP (machine) | Security Settings node on this page allows you to configure the following options:

Figure 16: Use page 9 of the Custom Installation Wizard to provide settings that apply to all Office applications on a machine
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· Disable VBA for Office Applications. This setting turns off VBA and makes it completely unavailable. Microsoft does not recommend selecting this option unless you are willing to give up a significant degree of Office functionality.

· Macro Security Level. These settings allow you to adjust the macro security level for each Office application individually. Set the macro security level for each individual application to High.

· Trust installed templates and add-ins. These settings allow you to control whether to trust all installed templates and add-ins, including, but not limited to, in-the-box templates and add-ins for each individual application.

· Trust access to Visual Basic project. Individual settings for each application let you control whether you trust the applications to have access to VBA code attached to documents.

· Unsafe ActiveX Initialization. This setting governs control initialization for all Office XP applications installed on the machine.

User-specific Settings

The Microsoft Office XP (user) | Security Settings node on page 9 of the Custom Installation Wizard has controls that allow you to specify three additional settings for all users on a particular computer. These settings may later be overridden by policies or by user changes. These controls do the following:

· Disable VBA for Office applications lets you turn off access to VBA from the user level, so that you can re-enable it for some users. Note that using this setting severely restricts functionality for those users who lose VBA access.

· Prevent downloading of all HTTP images in binary Office documents forces Office not to download the images specified in HTML IMG tags when opening a native Office-format document (the setting has no effect when opening HTML-format documents). Some sites and organizations embed invisible images (“web bugs”) in their documents using IMG tags; when a user loads the document, the application makes an HTTP request for the image and leaves an entry in the web server’s access log indicating the IP address of the user who opened the document and the date and time when they did so. This violates users’ expectations of privacy, so this feature is designed specifically to prevent Office applications from fetching Web bugs embedded in native-format documents. 

· Prevent users from changing Office encryption settings makes the Advanced button on the Security tab of the Options dialog unavailable, thus preventing users from choosing a different encryption algorithm or strength. 

Word-specific Security Settings

Most security settings described above apply either to all applications or have individual controls for setting different values in different applications. However, page 9 of the CIW has two application-specific controls for Word, which are located in the Microsoft Word 2002 | Tools | Options | Security node:

· Warn before printing, saving, or sending a file that contains tracked changes or comments causes Word to display a warning reminding the user that there are tracked changes or comments in the document when a user saves, e‑mails, or prints a file that has change tracking or comment data in it. 

· Store random number to improve merge accuracy controls how Word handles tracking-related versions of documents. Each document is given a randomly assigned identifier; when Word stores these identifiers, the accuracy of its change-merging features improves.

Because these settings are specified in the CIW, they apply to each user on the computer; Microsoft recommends that you enable both of these settings for all users. However, you may not want to enforce all of them via policy settings, because some users may need to change these feature settings to meet their own needs.

Outlook Security

Like Word, Outlook has its own specific security settings. These settings (located in the Microsoft Outlook 2002 | Tools | Options | Security node) are primarily dedicated to advanced S/MIME and DMS features which are outside the scope of this paper. However, there are two very important settings in the Security node:

· Allow access to e-mail attachments lets you specify a list of attachments that will be available from within Outlook. This is the setting you use to modify Outlook’s default list of Level 1 and Level 2 attachments. However, if you use the security template described earlier in the paper and your Outlook clients are configured to find their settings from the Exchange server, this setting will have no effect.

· Outlook virus security settings is the CIW equivalent of the CheckAdminSettings key described earlier; use this setting to force Outlook to look on the server for security settings.

An issue of great importance is how Outlook solutions are implemented. For maximum security, your custom Outlook solutions should be implemented as COM add-ins, because that allows you to digitally sign them and use the Outlook Trusted Source feature to automatically allow trusted add-ins to run. 

Creating Settings with Policies

The policy templates shipped with the Office Resource Kit largely duplicate the settings available in the CIW. Remember that the purpose of the CIW is to include default settings for initial deployment, but if you want those settings to be continuously enforced after deployment you must create policy settings that correspond to the original settings you specified in the CIW.

The Microsoft Office XP | Security Settings node in the machine-specific policy group (in the Default Computer policy in the System Policy Editor) duplicates the settings from page 14 of the CIW: disabling VBA, setting individual macro and trust levels for different applications, and controlling ActiveX control initialization. Likewise, the settings in the Microsoft Office XP | Security Settings node (available under individual user policies; Default User in the System Policy Editor) match the user-specific settings in the node of the same name of page 9 of the CIW. However, the policies available for individual users also include settings for specific applications. 

	Policy location
	What you can specify

	Microsoft Access 2002 | Tools | Security
	Location of shared Workgroup information file for secured database files

	Microsoft Access 2002 | Tools | Macro | Security…
	Trust levels for add-ins/templates

	Microsoft Excel 2002 | Tools | Macro | Security…
	Macro security level; trust levels for add-ins/templates and VB projects

	Microsoft Outlook 2002 | Tools | Options | Security
	Get security settings from Exchange; specify set of file attachments to use if not using Exchange; prevent users from changing settings; various cryptographic settings in Cryptography node

	Microsoft Outlook 2002 | Tools | Macro | Security…
	Macro security level

	Microsoft PowerPoint 2002 | Tools | Macro | Security…
	Macro security level; trust levels for add-ins/templates and VB projects

	Microsoft Publisher 2002 | Tools | Macro | Security…
	Macro security level; trust levels for add-ins, templates, and VB projects

	<Application> | Disable items in user interface
	User interface items (including menu commands and toolbar buttons) that should not be visible to users


All settings applied via system or group policies are stored in special volatile Registry hives: HKEY_CURRENT_USER\Software\Policies for user-specific settings, and HKEY_LOCAL_MACHINE\Software\Policies for machine-specific policies. The policy downloader is responsible for writing policy settings into these areas; Office XP applications check for settings in these keys each time they start up. The result is strong enforcement of the policies the administrator sets because users cannot change these settings. 

Using System Policies

The best thing about system policies is that no one has to touch the desktop to change settings: at the next user logon (or periodically, on Windows 2000 clients) the new settings are automatically downloaded and applied. System policies are operating system-specific, therefore you need to create a version of the policy on a computer that is running the operating system for which you are creating the policy. 

· Create one policy (config.pol) for Windows 98/Me users 

· Create a separate policy file (ntconfig.pol) for Windows NT Workstation 4.0 and Windows 2000 Professional users

Use the System Policy Editor from the ORK Toolbox, because it already has all of the Office templates loaded. If you use the standard Windows NT policy editor, use the Options | Policy Template command to attach or the Office XP ADM files you require.

Using Group Policy Objects

Windows 2000 Group Policy is similar to system policies, but much more encompassing. You can create Group Policy Objects (GPOs) for a much wider variety of tasks and have more options on how to enforce those settings.

There are two main types of GPOs that an administrator would create for Office XP. There are GPOs to deploy and manage the Office XP software itself, and GPOs to manage settings. (The former uses Windows 2000 software distribution and publication features, which are outside the scope of this paper.)

Settings can be, and normally are, managed on a per user basis. Policies that determine what users may and may not do are applied to specific users or groups wherever they are, not only to specific computers—although Office also includes computer settings for security that can override per-user settings when necessary. 

Applying Practical Security

Applying practical security is like walking a tight rope on a windy day. You want to make the Office environment as secure as possible without diminishing user efficiency. The methods described in the following sections can act as a guide in securing your computers and Office XP applications from data theft or corruption.

Network and Workstation Security

When a computer is placed on your network, make sure that the computer is secured against unauthorized access. Requiring user authentication on files and other objects is usually sufficient for standard-level security, but for high-level security, make sure the network itself is secure against eavesdropping and tampering.

Adequate physical security is important too: if an attacker can gain physical access to a computer, data can be stolen or modified in many ways. The most secure computers (other than those in locked and guarded rooms) expose only the computer's keyboard, monitor, mouse, and printer to users. The CPU and removable media drives can be locked away where only authorized personnel can access them.

Microsoft makes a set of system security checklists available from http://www.microsoft.com/technet/security/tools.asp. Use them to review the configuration of existing machines and to properly configure new machines as you add them to your network.
Operating System Security

This section refers to the protection of the computer components: hardware, software, and stored data. A proper security plan should be well thought out, implemented properly, and monitored. The goal is to enable authorized users to access data efficiently while preventing unauthorized users from gaining access. 

Lock Workstations

One often-overlooked way to secure computers is to lock them whenever the console is unattended. Windows NT, Windows 2000, and Windows XP include a console lock that can be unlocked only by the user who locked it or by an administrator. You may also set up a screen saver to automatically lock the computer after the mouse or keyboard is idle for more than a specified length of time.

Use Proper System Security Settings

Windows NT, Windows 2000, and Windows XP allow you to use NTFS file system permissions to restrict access to files and folders on your system disks. Use these permissions whenever possible because they provide an additional level of access control. You can further restrict access by using share-level security in all versions of Windows.

Protect the Registry

All members of the Windows family use the Registry to store configuration information. Having this information centrally contained simplifies the administration of the computer, however, one incorrect edit to the registry can disable the operating system or cause security vulnerabilities. To prevent catastrophic loss, do the following:

· Limit the number of people who have access to the registry. Add only those users who need access to the Administrators group because members of the Administrators group have full access to the registry. With Windows 2000, you can use Group Policy to restrict the use of Registry Editor (both Regedt32.exe and Regedit.exe) or simply remove Registry Editor from the computer.

· Keep the Registry Editor in read-only mode. If you leave Regedt32.exe on computers, verify that Read Only Mode on the Options menu is selected. When you need to make changes to the registry, click to clear Read Only Mode , and then verify that Confirm on Delete is selected. After you make changes and have saved your edits, click to select Read Only Mode again. This prevents unintentional changes.

· Never leave the Registry Editor running unattended. Leaving the Registry Editor running unattended gives anyone access to sensitive areas of the registry and leaves the computer wide-open. Even a minor change in the registry can have catastrophic consequences and can render the operating system useless.
· Protect the trusted source list. The trusted source list is stored in the Registry in the HKEY_LOCAL_MACHINE\Software\Microsoft\VBA\Trusted key. Because this location may be accessible to users, you are advised to set ACLs on this key to deny users Write access. 

For specific recommendations about setting registry key security on individual keys, see the “Windows NT Security Guidelines” white paper by Trusted Systems Services (http://www.trustedsystems.com/tss_nsa_guide.htm). Microsoft also maintains a set of configuration-specific security configuration checklists, available from the main security page at http://www.microsoft.com/technet/security/tools.asp. 

Use the Windows 2000 Encrypting File System (EFS)

The Windows 2000 EFS allows Windows 2000 users to store sensitive files in an encrypted folder structure. Applications that access the files automatically encrypt and decrypt files, but only users with the proper credentials can read them. Users can work with encrypted files and folders like they do with any other files and folders because the encryption is transparent to the user. If the current user is the same person that encrypted the file or folder, the system automatically decrypts the file or folder when the user accesses it later. However, an unauthorized user is prevented from accessing any encrypted files or folders on that computer.

One important difference between EFS and the Office XP encryption support is that EFS supports recovery—a way for an authorized administrator to get access to encrypted content when the original user credentials are unavailable or compromised. This is important in recovering files from users who have left the company without turning them over. Files encrypted by Office XP are not recoverable.

Use System and Group Policy Objects

Although the methods they use to distribute and apply policies are different, system policies and the Windows 2000 GPO mechanism provide the same basic effect: policies specified by an administrator are downloaded to, and enforced on, the client. These policies provide the best way to define and manage a consistent group of security settings.

Macro and ActiveX Security

Visual Basic for Applications (VBA) is usually mistaken as being the root of all security risks in Office applications. It’s a common misconception that disabling VBA will prevent security breaches within applications. This is not entirely true because ActiveX controls can still run without VBA. Furthermore, disabling VBA disables many useful functions within Office XP, including Access, although it does make the applications somewhat more secure. 

Microsoft recommends setting the security level for all Office XP applications to High, preferably as part of your Office XP deployment and with system policies. This provides the best overall balance between functionality and security. In the rare case that it may be necessary to install Office XP without VBA, use the Custom Installation Wizard to create a transform that makes VBA unavailable and makes it impossible for users to add it at some later time. Make sure you test this configuration with all internal solutions to ensure that important functionality is retained.

Signing Macros

To sign macros for use on your own computer, use Selfcert.exe. Both Selfcert.exe and the application it calls, Makecert.exe, are available in the \Program Files\Microsoft Office\Office folder.

There are limitations to the use of self-signed certificates. If security is set to Low when the macro is run, the certificate does not get registered. Security must be set to Medium or High before any certificates can be registered to the trusted sources list. Even if security is re-set to High, the macro cannot run because it wasn’t properly registered the first time. This approach isn’t an alternative way to deploy macros; it is a way to allow users to create and run their own productivity macros on their own computers.

ActiveX Security

The best way to protect against malicious ActiveX controls is to run controls that come only from trusted sources. Office XP and Internet Explorer both leverage the Internet Explorer concept of security zones and trusted sources. These features allow you to restrict which controls run based either on where they come from (that is, who developed or digitally signed them), or where you encounter them (on the Internet, on your intranet, and so forth). To accomplish this, you should add the certificates that are used to sign your ActiveX controls to the trusted source list.

Review your overall network security policy to ensure that you have chosen appropriate security zones for Outlook, Internet Explorer, Access, and other applications that use them. In particular, be careful not to compromise the security of your systems and networks by lowering the security level for the Internet zone. Additionally, in most cases you should leave the Outlook default security zone set to Restricted to avoid malicious code contained in e-mail messages.

Recommended Security Settings

Following the principle that you should apply security first using the Custom Installation Wizard and then through the use of policies, this section makes several recommendations for deployment with Office XP and for use with system or group policies. These settings give you maximum security; as you become more familiar with the new features in Office XP or apply more network-based security, you may choose to loosen some restrictions to gain flexibility.

Settings for Deployment

For maximum security, use the Custom Installation Wizard to apply the following settings on page 14:

· Click to select the Clear all existing trusted source lists checkbox

· Click to select the Ensure that users cannot add trusted sources through Office checkbox

· Click to select the Add Microsoft to the list of trusted sources checkbox

· In the Default Security Levels list:

· Set the “Add-ins and templates” entry to Do not trust installed add-ins and templates

· Set the application-specific security level controls to High

· Set the Unsafe ActiveX Initialization control to Initialize using control defaults. User will be warned.

You also have the option to adjust machine- and application-level security settings using page 9 of the CIW as well, although the controls on this page essentially duplicate the settings on page 14.

You should also apply the following user-specific settings:

	Setting
	Location
	Value

	Warn before printing, saving, or sending a file that contains tracked changes or comments
	Microsoft Word 2002 | Tools | Options | Security
	Enable

	Store random number to improve merge accuracy
	Microsoft Word 2002 | Tools | Options | Security
	Enable

	Outlook virus security settings
	Microsoft Outlook 2002 | Tools | Options | Security
	1 if you’re using the same Outlook Security Settings folder for all clients; 

2 if you’re using a folder named “Outlook 10 Security Settings” to apply Outlook 2002-specific settings


Policy Settings

In addition to using the policy mechanism to enforce the settings listed in the previous section, you should use policy controls to force the macro security level for all installed applications to High.

Conclusion

Office XP offers a flexible and powerful set of security controls that allow you to configure macro and application security as appropriate for your environment. These controls can be individually tailored to provide the best mix of functionality and security for each user and enterprise.

For more information: http://www.microsoft.com/office/ 
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